About the role:
Boston Scientific is looking for a Privacy Counsel to provide legal advice and counsel to company personnel in diverse privacy and data protection matters by assisting, advising, investigating, researching and resolving legal matters within corporate legal policies to ensure that company personnel are aware of and in compliance with applicable OUS, state and federal laws and regulations. 

Your responsibilities include:
· Directs development and delivery of training to Company personnel.
· Manage outside counsel to support global business goals and ensure compliance with applicable OUS, state and federal laws and regulations.
· Foster company compliance with global privacy and data protection laws and regulations as well as privacy and information security best practices and standards.
· Provide legal counsel and support in business development activities, including conducting due diligence, advising on privacy and data protection issues, facilitating transfer of legal responsibilities, assisting and advising on product development related issues as they arise, and directing outside counsel in assisting the Company with issues as needed.
· Identify, implement, maintain and update privacy policies and procedures in coordination with Global Compliance colleagues, the Legal Department, Global Security, R&D, Global Quality, International business units, Human Resources including the Group Health Plan, Corporate Analysis and Control and Information Systems; interact with program and product management across Boston Scientific to provide direction and guidance on company-wide privacy and information security projects.
· Advises Human Resources department on content and implementation of data protection requirements of policies and procedures including OUS localization and cross border data transfer issues.
· As a member of the Digital Health QMP team collaborate with and provide legal support to Digital Health initiative, and other business representatives regarding enterprise-wide  Digital Health data security strategy, enforcement, and governance.
· In collaboration with Global Compliance colleagues, Human Resources, the Chief Information Officer, Global Security and the Legal Department, assist with the processes for receiving, managing and appropriately responding to potential and actual security/privacy breach incidents, complaints related to privacy and security issues, and government authorities’ inquiries into the company’s privacy policies and procedures
· Coordinate information privacy risk assessments, data audits and implementation of recommendations resulting from same, including international and US HIPAA Privacy and Security Assessments
· Review privacy and information security implications of proposed business changes, including of mergers and acquisitions, marketing, and outsourcing activities
· Reviews, advises business on drafts, and approves data protection requirements in contracts in a variety of areas, including IT cloud service, application develoopment, distributor data handling, consulting, non-disclosure, research, data use, clinical, business acquisitions and mergers, and other areas as needed to ensure business interests are protected.
· Structuring, negotiating and drafting privacy, data protection and business associate agreements and assisting business and commercial counsel in reviewing data protection sections of software license agreements, master services agreements, professional services agreements, SOWs, and other types of commercial agreements
· Facilitate the development of privacy and data protection training and educational materials tailored to specific business/functional needs and legal requirements. 
· Assist in maintaining third-party/vendor data management and compliance.
· Remain current on privacy and data protection developments, new legislation/regulations, and competitive benchmarking.
· Manage appropriate policy and operational implementation of the requirements under HIPAA, including negotiation of Business Associate Agreements and development of related education.

What we're looking for:
Basic Qualifications:
· JD Degree required. 
· Understanding of HIPAA and other applicable U.S. privacy and data protection laws and regulations (federal and state) required.
· Advanced proficiency in the independent review of complex BAA agreements and strong contract drafting and negotiation skills required.
· 5+ years experience developing and implementing practical global privacy and data protection solutions, including policies, training and awareness programs, and communications (global/multi-national organization and health care industry experience preferred).
Preferred Qualifications:
· Certification in one or more of the following helpful:
· International Association of Privacy Professionals certification: IAPP/US
· Certified in Healthcare Privacy Compliance (CHPC) by the Health Care Compliance Association.
· Knowledge of industry standards affecting privacy and information security, such as NIST and ISO 27001/27002 preferred.  Privacy and/or security professional certifications (e.g., CIPP) also a plus.
· Strong communication, interpersonal and project management skills.
· Ability to work independently and drive results.
· Pro-active attitude and approach towards continuous improvement.
· Dedicated commitment to the highest standards of quality, integrity, ethics and professionalism.
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